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BARE-BONE QUANTUM CLOUD

Bare-Bone Quantum Cloud Access
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Each tenant gets a whole QPU for a 
time slot.



BARE-BONE QUANTUM CLOUD

Idle Qubits Increase Tenant Queues
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Tenants D and E wait in the 
queue.

Qubits sit idle

while jobs wait.



MULTI-TENANT QUANTUM CLOUD

Multi-Tenant Quantum Cloud Sharing
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shared QPUs
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time

D and E could share

QPU 3 with C.

Sharing helps both users 
and providers.



MULTI-TENANT QUANTUM CLOUD

Multi-Tenant Quantum Cloud Orchestration
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MULTI-TENANT QUANTUM CLOUD

Quantum Virtual Machines and Multitasking
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CLASSICAL CLOUD: VIRTUAL MACHINES QUANTUM CLOUD: VIRTUAL QPUS

MICRO 2019 OSDI 2025 OSDI 2025

IBM patent 2026



MULTI-TENANT QUANTUM CLOUD

What Prevents Safe Quantum Cloud Sharing
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shared QPUs
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ADVERSARIAL THREATS

Tenant Boundaries on Shared Quantum Chips
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QPU 3, shared by tenants C, D and E

Tenant C Tenant D Tenant E
Tenants' circuits share one 
chip.

Crosstalk and parasitic 
coupling act along the 
edges between tenants.

physical qubit

coupling edge

edge between tenants



ADVERSARIAL THREATS

Adversarial Threats Across Tenant Boundaries
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QPU 3, shared
Tenant C Tenant D Tenant E

s P

s victim's retained state P attacker probe always-on ZZ

Passive

Profile a neighbor's circuits and extract its intellectual 

property.

Active

Inject malicious pulses (QubitHammer) to corrupt 

data.

Impact: confidentiality of proprietary algorithms and 

integrity of user workloads.

Spatial isolation is the primary security 

requirement.



METHODOLOGY

Certified Quantum Cloud Validation Pipeline
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untrusted trusted, small, checked

Tenant

circuit

Cloud

transpiler

?

Emitted

circuit Validator

Lean

kernel

∀

QPU

accepted

runs the exact

checked output

Policy inputs

G graph    F forbidden    k radius

rejected
stop: nothing is submitted

1 Untrusted compiler 2 Adjacent leakage 3 Fast checking

OVERVIEW

Inputs: emitted circuit, coupling 

graph and forbidden region.

Validation: client-side check, 

certificate re-checked in Lean.

Check every output 

before submission.



METHODOLOGY

Untrusted Quantum Cloud Compilation
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Tenant Transpiler Output Validator
Lean 

kernel
QPU

Tenant circuit

?
Cloud transpiler

black box: route, map,

optimize

Tenant Co-tenant

Emitted circuit on the chip

a gate migrates into the co-tenantthe tenant sees only the output

CHALLENGE ONE

Transpiler: places and rewrites 

gates for the device.

Trust gap: proprietary code may 

contain bugs or malicious changes.

Who checks the emitted 

placement?



METHODOLOGY

Kernel-Checked Quantum Circuit Validation
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Tenant Transpiler Output Validator
Lean 

kernel
QPU

Transpiler
not trusted

output

trusted base

Validator checks

Legal wiring: each 2-qubit 
gate on an edge of G

Confined: no non-identity 
gate in region

Lean kernel
re-checks the

certificate

Theorem (any graph G, region F, circuit c)

accepted  ⇒ legal wiring  ∧ no non-identity gate of c in F

checks where gates act,

not what they compute

SOLUTION ONE

Translation validation: check each 

output independently.

Lean kernel: the small core that 

checks the proof.

The compiler stays 

outside the trusted base.



METHODOLOGY

Leakage Across Hardware-Legal Tenant Boundaries
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Tenant Transpiler Output Validator
Lean 

kernel
QPU

Tenant (victim) Co-tenant

ψ P

always-on ZZ

idle victim

state

adjacent

probe

hardware-legal

regions disjoint

no gate crosses

still leaks
through a shared edge

CHALLENGE TWO

Hardware-legal: two-qubit gates 

follow physical edges.

Always-on coupling: an idle state 

can affect an adjacent probe.

Disjoint qubit sets are 

insufficient.



METHODOLOGY

Graph-Based Buffers Separate Tenant Circuits
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Tenant Transpiler Output Validator
Lean 

kernel
QPU

Permitted Forbidden Fbuffer
1 Forbidden qubits F

2 Add k hops in G

3 Reject gates there

accept only if

supp(c) ∩ Bufk(F, G) = ∅

forbidden F k-hop buffer (k = 1) permitted

SOLUTION TWO

Forbidden region: co-tenant qubits 

F.

Buffer: F plus qubits within k 

coupling-graph hops.

Keep active gates 

outside the buffer.



METHODOLOGY

Per-Submission Validation Must Be Fast
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Tenant Transpiler Output Validator
Lean 

kernel
QPU

Full equivalence

same unitary as the source?

n = 1 n = 2 n = 3

2n × 2n entries

Buffer query at every gate

g1 g2 g3 g4 g5 g6 g7

k-hop search, rebuilt at each gate

Θ(gates · qk) overall

CHALLENGE THREE

Semantic comparison: full unitary 

matrices grow exponentially.

Repeated buffer queries: Θ(gates · 

qᵏ) in the naive check.

Avoid simulation and 

repeated graph work.



METHODOLOGY

Precomputed Buffers Enable Linear Checking
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Tenant Transpiler Output Validator
Lean 

kernel
QPU

G graph

F forbidden

k radius

once per graph,

allocation, radius

O(k · q2)

0 0 0 1 1 1 0 0 0 1 1 0

Boolean buffer array, stored and reused

g1 g2 g3 g4 g5 g6 g7
one lookup

per gate

one pass: Θ(gates) per circuit

with constant-time edge and region lookups

SOLUTION THREE

Precompute: store the buffer as a 

Boolean array.

Reuse: one structural pass per 

emitted circuit.

Check where gates act, 

without simulation.



EVALUATION

Three Paths to Evaluation Evidence
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input run result

Fixed

policy
set before

the runs

11 IBM

device 

graphs

Lean kernel

reduction

44 kernel

verdicts

38 

QASMBench

circuits

stock Qiskit,

then validator

checked 
outputs,

time per circuit

IBM Heron r2

hardware

co-tenancy

emulated in
one job

measured leak

vs. policy
boundary

evidence

Correctness

Practical

cost

Physical

alignment

EVALUATION

Fixed policy: defined before the 

hardware campaign.

Three arms: graphs, compiler 

outputs and live hardware.

Test correctness, cost 

and physical alignment.



RESULTS

Transpiler Optimization Violates Tenant Boundaries
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Violation: a non-identity gate on a 

co-tenant qubit or one edge away.

All rejected by the validator.

With the buffer reserved: no 

false rejections.

The cost: fitting circuits drop 

from 31 to 23 at one hop.



RESULTS

Circuit Validation Adds Little Overhead
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< 1 ms
1,000 gates, native checker

6 ms
10,000 gates, unbuffered, 156-qubit 

graph

≤ 17%
of benchmark transpile time, usually 

below 10%

< 5 s
Lean kernel: full 156-qubit device 

module

Native timing: the checker compiled 

from Lean.

Kernel evidence: 44 verdicts across 

11 IBM graphs, 7–156 qubits.

Practical for per-submission 
checks.



RESULTS

Hardware Leakage Matches Graph Boundaries
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z: the probe's shift in standard errors. 

A leak is detected when z ≥ 5.

Cause: always-on ZZ coupling 

between neighbors.

Every detected leak fell 
inside the rejected 
boundary.



CONCLUSION

Validate Quantum Circuits Before Execution
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One pass

A single linear pass, even after 

routing and optimization.

Proved

Verified in Lean: acceptance 

ensures confinement.

Tested

Stock Qiskit output and live IBM 

Heron hardware.

Check untrusted transpiler output before it runs.



CONCLUSION

Key Takeaway

Scaling quantum clouds needs safe 

sharing.

A small, verified validator checks that 

compiler output respects tenant 

boundaries before execution.
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